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1. Introduction 

This Privacy Policy (“Policy”) describes how Nelysis Israel Ltd., together with its subsidiaries 

Nelysis Inc. (United States) and Nelysis UK Limited (United Kingdom) (collectively, 

“Nelysis,” “we,” “us,” or “our”), collects, uses, discloses, transfers, and otherwise processes 

personal data in connection with its global business operations and the provision of its 

cybersecurity products, services, software, websites, and related offerings (the “Offerings”). 

By accessing or using any of our Offerings, you agree that any dispute regarding privacy will 

also be governed by our Website Terms of Use, which include limitation-of-liability and 

dispute-resolution provisions. This Policy is issued on behalf of the Nelysis group of 

companies, with Nelysis Israel Ltd. acting as the principal data controller and primary contact 

for international data-protection matters. The regional entities act as local controllers or 

processors as applicable: Nelysis Israel Ltd., 29 Ha’Rokmim St., Holon, Israel; Nelysis Inc., 

Suite 201, 900 Foulk Road, County of New Castle, Wilmington, DE 19803, USA (Registration 

No. 10247636); Nelysis UK Limited, 73 Cornhill, London EC3V 3QQ, United Kingdom 

(Company No. 16336694). 

Where you engage Nelysis under a separate written agreement, such agreement shall govern 

your relationship with Nelysis to the extent of any inconsistency with these Terms. 

2. Scope 

This Policy governs personal data that Nelysis collects or receives from: visitors to our 

websites, portals, or mobile applications (“Website”); customers, suppliers, contractors, and 

business partners and their personnel; participants in events, demonstrations, webinars, and 

marketing or sales activities; individuals who communicate with us or interact with our 

systems; and applicants or other persons providing information for recruitment or 

collaboration. This Policy does not apply where Nelysis processes personal data solely on 

behalf of a customer acting as controller; such processing is governed by the customer’s own 

privacy notices and our contractual obligations. 

3. Definitions 

For purposes of this Policy: “Personal Data” means any information relating to an identified or 

identifiable natural person. “Processing” means any operation performed on Personal Data, 

such as collection, recording, storage, use, disclosure, transfer, or deletion. “Controller” and 

“Processor” have the meanings assigned under applicable data-protection law. “Applicable 

Law” includes Israel’s Privacy Protection Law 1981 and Data Security Regulations 2017; the 

EU General Data Protection Regulation (EU 2016/679) (“EU GDPR”); the UK GDPR and 



Data Protection Act 2018; and relevant U.S. federal and state laws, including the California 

Consumer Privacy Act as amended by the CPRA (“CCPA/CPRA”). 

4. Information We Collect 

Nelysis may collect the following categories of Personal Data: Identification Data (name, title, 

company, department, business address, email, telephone number, and other contact 

information); Technical Data (IP address, device identifier, browser type, operating system, and 

usage metrics collected through cookies and analytics tools); Commercial and Transactional 

Data (records of products or services purchased or licensed, billing and payment information, 

and correspondence); Marketing and Preference Data (subscriptions, event registrations, 

responses to campaigns, and communication preferences); Recruitment Data (résumés, 

employment history, education, references, and other information provided during the hiring 

process); and Security and Access Data (visitor logs, network access records, and 

authentication details used for cybersecurity or safety purposes). Personal Data are obtained 

directly from you, from your organization, from authorized third-party sources, or 

automatically through our Website. 

5. Purposes and Legal Bases of Processing 

Nelysis processes Personal Data for legitimate business purposes, including operation, 

maintenance, and enhancement of the Offerings; fulfilment of contractual obligations and 

provision of customer support; communication with customers, suppliers, and business 

partners; marketing, event management, and promotional activities; ensuring network security, 

detecting fraud, and protecting our rights; compliance with legal and regulatory requirements; 

and recruitment and personnel administration. Where required, processing is based on one or 

more lawful grounds: necessity for performance of a contract or to take pre-contractual steps; 

compliance with a legal obligation; Nelysis’s legitimate interests (including security, business 

continuity, and product improvement) balanced against the rights of data subjects; or consent, 

where explicitly required by Applicable Law. 

6. Disclosure of Personal Data 

Nelysis may disclose Personal Data to its subsidiaries, affiliates, and service providers under 

confidentiality and data-security obligations; to professional advisers, auditors, and insurers; 

to law-enforcement agencies or regulators as required by law or court order; and in connection 

with a merger, acquisition, financing, or other corporate transaction. Our Website may contain 

links to third-party websites, social-media platforms, or external resources; Nelysis is not 

responsible for the content, privacy, or security practices of such third parties, and users should 

review their respective privacy policies. Nelysis does not sell or share Personal Data for 

monetary consideration within the meaning of the CCPA/CPRA. 

7. International Data Transfers 

Personal Data may be transferred to and processed in Israel, the United States, the United 

Kingdom, and other jurisdictions. Nelysis implements appropriate safeguards to protect 

Personal Data across borders, including Standard Contractual Clauses adopted by the European 



Commission and UK Information Commissioner, inter-company data-transfer agreements, and 

reliance on adequacy decisions (such as Israel’s EU adequacy status). Where applicable, 

Nelysis Inc. participates in or complies with the principles of the EU-U.S. Data Privacy 

Framework, the UK Extension, and the Swiss-U.S. Data Privacy Framework, as administered 

by the U.S. Department of Commerce. 

8. Data Security 

Nelysis maintains administrative, technical, and physical controls designed to preserve the 

confidentiality, integrity, and availability of Personal Data. While we strive to protect all 

information entrusted to us, no system can be guaranteed completely secure, and Nelysis 

disclaims liability for breaches beyond its reasonable control. 

9. Data Retention 

Nelysis retains Personal Data only for as long as necessary to fulfil the purposes for which it 

was collected or as required by law or contract. In determining retention periods, we consider 

the volume, nature, and sensitivity of the data; the potential risk of harm from unauthorized use 

or disclosure; the purposes for which we process the data; and legal, regulatory, or contractual 

requirements. Data no longer required are securely deleted or anonymized. 

10. Your Rights 

Depending on your jurisdiction, you may be entitled to request access to and copies of your 

Personal Data; request rectification of inaccurate data or deletion where no longer necessary; 

object to or restrict processing in certain circumstances; withdraw consent (where processing 

is based on consent); and lodge a complaint with the Israeli Privacy Protection Authority, the 

UK Information Commissioner’s Office, or an EEA supervisory authority. Requests may be 

submitted to office@nelysis.com. We may require reasonable proof of identity before acting 

on any request. 

11. Cookies and Tracking Technologies 

Our Website uses cookies, pixels, and similar technologies for session management, analytics, 

personalization, and targeted content delivery. You can adjust your browser settings to block 

cookies, though some features may be unavailable. Nelysis does not currently respond to “Do 

Not Track” signals. 

12. California and Other U.S. State Privacy Rights 

Where applicable under the CCPA/CPRA or comparable state privacy laws, residents of those 

states may exercise the following rights: to know what Personal Data we collect and use; to 

request deletion or correction; to opt out of any sale or sharing of Personal Data; and to receive 

equal service and price when exercising privacy rights. Nelysis does not sell or share Personal 

Data in the ordinary course of its business. California residents may also request, under 

California Civil Code § 1798.83 (the “Shine-the-Light” law), a list of categories of Personal 

Data disclosed to third parties for their own direct-marketing purposes in the preceding 

calendar year. Such requests may be submitted to office@nelysis.com. 



13. Children’s Privacy 

Our Offerings are not directed to children under sixteen (16) years of age, and we do not 

knowingly collect Personal Data from such individuals. Any data inadvertently collected will 

be deleted promptly. 

14. Contact Information and EU/UK Representatives 

All privacy inquiries, data-subject requests, or compliance questions should be directed to: 

Nelysis Privacy Office, Email: office@nelysis.com; Postal Addresses: 29 Ha’Rokmim St., 

Holon, Israel; Suite 201, 900 Foulk Road, Wilmington, DE 19803, USA; 73 Cornhill, London 

EC3V 3QQ, United Kingdom. Pursuant to Article 27 of the EU and UK GDPR, Nelysis may 

appoint a representative within the EEA and/or UK to act as its point of contact for supervisory 

authorities and data subjects. Details of the appointed representative will be made available on 

our Website once designated. 

15. Changes to This Policy 

Nelysis may amend this Policy from time to time to reflect changes in law or business practice. 

The revised version will be posted on our Website with an updated Effective Date. Continued 

use of our Offerings after any update constitutes acceptance of the revised Policy. 

16. Governing Law 

This Policy and any dispute arising hereunder shall be governed by and construed in 

accordance with the laws of the State of Israel, without regard to its conflict-of-laws principles. 

Mandatory local data-protection rights of other jurisdictions shall remain unaffected. 
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